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Proposal in a Nutshell

Goalt Provide early warning of looming network catastroph
SO operators can take remedial actions

Approach Transformtheoryinto practical measurement
method creatingnew capabilityto monitor and

manage networks

Impact X
V Improveresilienc@ ¥ y I 0A2y Qa ySig?2
V Reducecostof widespreadutagesand degradations

V Transfemethodsto other systems of national
iImportance e.g., computational cloudsyber
physicalkystems, smart powegrids




Argument in Brief

Problem/Opportunity
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Cost ofoutages/degradationn networks large and growing
Network outages/degradationspreadin space and time
Spreading proceswodeled as percolatiofrom statistical physics
Near acritical pointprocess exhibits measurealjpeecursor signals
To date, precursor signatkhiown in abstract network mode@nly

We propose to

Validate precursor signals iigalistic network models

Design, develop, and testeasurement methodnd related
monitoring & analysis softwar@eployable in real networks

Evaluatemonitoring & analysis softwarneith partners
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Network Outages and Degradations:
Crippling, Costly, and Continuing

Across 5000 US companies thestis about$85BAr

Company/ Infoneticsstudy of network downtime costis six selecteccompanies

Sector Revenue/Year Downtime Cost  Cost/Hour Outages Degradations
Energy $6.75 Billion $4.3 Million $1624 72% 28%
High Tech $1.3 Billion $10.2 Million $4167 15% 85%
Health Care $44 Billion $74.6 Million $96,632 33% 67%
Travel $850 Million $2.4 Million $38,710 56% 44%
Finance $4 Billion $10.6 Million $28,342 53% 47%

Food Stamp Systemnm
17 Statesaffected
by Outage

CiscdRouters
Causedviajor
Outagein Japan

AmazoneC2 Cloud
Service Hit by
Botnet Outage

AmazonCloud
FailureTakes
Down Web Sites

Netflix Crippledby Pentagon Policit

DisasterOn the Net: Internet Failure 15% of Allinternet

Internet Outages Hits Several TrafficSecretly AWS Outages By Zatastrophi€
Caused by Taiwan Continents ReroutedThrough on Christma€ve  Network Outage
Earthquakes China

Network outages and degradations can last for hours, days, or we
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Costs will Grow as Network Dependenc
Increases due to Cloud Computing

EC2 OUTAGE REACTIONS SHOWCASE WIDESPREAD IGNORANCE Salesforce.com hit with

REGARDING THE CLOUD  Apr 22, 2011 second maj or outage in
Amazon EC2 Outage Explained and Lessons
Learned Apr 29, 2011 two weeks 10, 2012

BUSINESS

Microsoft's Azure Cloud Suffers
Serious Outage Feb29,2012

(Real) Storm Crushes Amazon Cloud, Jun 30, 2012
Knocks out Netflix, Pinterest, Instagram

Storms, leap second trigger ,
weekend of outages Jul2, 2012 What’s happened to the

How did Amazon have a cloud service outage that cloud? Jul13, 2012
was caused by generator failure? Jul 3, 2012 Are major cloud outages in recent times denting

confidence?
AWS outages, bugs and

R"tﬂe"e‘:ks explained by Google Talk, Twitter, Azure Outages: Bad
mazon Jul 3, 2012

Never-before-seen software bug caused flood of CIOUd Day Jul 26, 2012

requests creating a massive backlog in the
system

Sampling of Cloud Outages over 15 Months: Apr 2dily 2012
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SalesForce outages show
SaaS customers

4 dependence on Ju12.2012
providers' DR plans




Networks: Graphical Topologies Spanning Space
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USInternet2 Academic Network Commercial US Inte}net ServieeoviderNetwork

11,174 64
nodes &
% nodes
circa 2001 b
Global Internet Autonomous System Network 2D Lattice Network
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Like Physical Systenigtworks Exhibit:
Spatial Structure, Microscopic Behavior, and
Macroscopic Spatiotemporal Dynamics

AZa  Agb Kim Kib
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Explanatory Example: Data Stream between NIST and Googl|
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Outages and Degradations Spread
across Networks in Space and Time

TIME

Empty 2D Lattice Congestion SporadiacCongestion Persisten€ongestion Spreadin@ongestion Widespread

PACKET INJECTION RATE >

IMPLICATIONSHOULD BE POSSIBLE TO DETECT THE SPREA
PROCESS AND PROVIDE EARLY WARNING OF
INCIPIENT CATASTROPHE

2D lattice animation taken fromt SN2 f | (LécRig NoteE S 2 BRIP YAY / KNRA &G Sy §SyoBer9|200RISNA | £ / 2f £ S3S



Spreading Process often Modeled as
Percolation from Statistical Physics

PercolationA spread of some propertyn alattice (or graph) leadintp the formation
of agiant connected compone(GCC), as measured By, the proportion of nodes
encompassed by the GCC

1 p is probability a node has property

p.is known as the critical point

p<p. A no spread

Po Above p,
GCC forms and grows
Below p, to include all nodes p=p.A percolation phasé&ransition
no GCC
0 " .| pP>p.A spread occurs, and expands
P with increasingp

Near acritical point the process exhibitgrecursor signals
typically attributable to increasing, systemic correlation



Academics Model Spreading Network
Congestion as a Percolation Process

Precursor Signals
Appear in

Communication

Network Models




